MSR2

TECHNOLOGIES

Job Description for Cyber Security Officer

Permanent Position. e Diploma or Degree in Information Technology

e Nationality: Malaysian e Minimum 10 years of experience in IT Security

e Language skills e Identifying vulnerabilities in the current network.
Writing and Conversant in English e Work load involves in Management (30%) and Operation
and Bahasa Malaysia (70%).
(Preferred Mandarin Speaking) e Developing and implementing a comprehensive plan to

secure our computing network.

e OQversee User Access control and Identity Management

e Provide regular security reporting to senior management

e Monitoring network usage to ensure compliance with security
policies.

e Keeping up to date with developments in IT security
standards and threats.

e Performing penetration tests to find any flaws.

e Collaborating with Risk management and the IT department
to improve security.

e Documenting any security breaches and assessing their
damage.

e Educating colleagues about security software and best
practices for information security.

e Comply with Audit, Risk Mgmt. and Bank Negara's
requirement

e Certified in IT Security.
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